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Integration Points: Gateways, Tunnels, and Relays
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(lient is requesting:
http://www.joes-hardware.com/query-db.cgi?newproducts

Request message

GET /query-db.cgi?newproducts HTTP/1.1
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(@) HTTP/FTP server-side FTP gateway
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HTTP dient Gateway FTP server

(b) HTTPS/HTTP client-side security gateway
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HTTPS client Gateway Web server

(<) HTTP/CGI server-side application gateway
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Client-Side and Server-Side Gateways
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GET http://www.cnn.com/HTTP/1.0
Host: www.cnn.com
User-agent: SuperBrowser 4.2
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(www.cnn.com)
HTTP client

HTTP

GET ftp://ftp.irs.gov/pub/00-index.txt HTTP/1.0
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User-agent: SuperBrowser 4.2 (qw1.joes-hardware.com) (ftp.irs.gov)
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HTTP/*: Server-Side Web Gateways
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HTTP/HTTPS: Server-Side Security Gateways
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Resource Gateways
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The tunnel goes between client and gateway )
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Client Gateway orders.joes-hardware.com
(@) CONNECT request sent (Tunnel endpoint)

CONNECT orders.joes-hardware.com:443 HTTP/1.0
User-agent: SuperBrowser: 4.2

(d) HTTP connection ready message returned e
HTTP/1.0 200 Connection established | .77 (9 Conn
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S5 o 5l ooliiul b gy 2 4 TCP Jlasl < sl (sl wilgs oo CONNECT jig, Lol g oo L)
Do oolaul

CONNECT requests

URI 5,5 Lt slinul 4 wcosl LSy HTTP slaocs plo b JSs 5k 5) CONNECT LsL

Dgdige (el S ojleds G T Jlds 4y g abaiigs o T Jlds 4 g Glsee ol S b celgs o

Mgl asie Wb Oje 9 Olgee 99 50
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CONNECT home.netscape.com:443 HTTP/1.0
User-agent: Mozilla/4.0
Geb 51 Sgmg yiin b o HTTP clss o an glaals HTTP slasly il aiilo g, bas 5l o
ey Gkl @ JUB CRLF Ll joe oo 98 5 wigds oo 025 CRLF 4y Lglas ¢ Jgass
CONNECT responses

Tl S ¢ Jgane HTTP slaply ailen 05 oo Gateway ;| zwl atie coodS wanlssjo Loyl 51
G5y Ysoro el o JJs & ke L Reason Pharse wls)l3 gl ool Cuddge sans slas 200

1598 o0 pdas "Connection Established"

HTTP/1.0 200 Connection Established

Proxy-agent: Netscape-Proxy/1.1

3o 0 50 (lsixe g5 e g anilas Content-Type ,o» 4 55l b HTTP Jgase slaguly S
Dedioe Jad o ol 4, G aply el gl @ Jlasl | s
Data Tunneling, Timing, and Connection Management
=2 Sl o Gateway (s dlad)aiiue Sl Gateway « o ool g slacsls a5 sl )
oLz Sz 2 50 Sley o 0 Wodls ( Bigh sbml 5l g bl alls aaien (1l 5 wod 5 950 0 (228
55l
<8l ,0 5l JuB Ll (CONNECT clgs 5o Jloyl 5l s 35,18 o5l leiau IS oo ,Shae (55l aigs o ylgie 4
Gateway a5 cuul xe cpl 4 Lol cdilusy co ygm &0 Sao o |y Waools ol oS Jlu)l 1, Bgs slaosls sl
WS 5,8 Wl ces Gateway ( pls b 4 .08 o e iy ) Gl o 5l slaosls Wlgn Wb
DS o L) gm0 a0 cenl oolal Jlasl a5 Sloj el oo odilgs jam L aS |, (gl eols

S pleods w85k nonfatal 5 200 ,.e glacoasy plo b coge 5l 2l plsie 4 muly S
INCSLY W |om ly, conlgs )0 sloools b aril eolel ab wisS oo Jlo)l cenlgsjo 51 o 1) laools

4
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4 cwl sael Endpoint 1 5l a5 gloasle 3L sols ,o 0gi ahad 55 Endpoint G 51 adaiss ;o 0 31
Sl 0o o slaosls ST 040 o gdad STy lawgs o0 Jlasl 15 o] 5l e g oo it 5,500

Big o aLBlAS LS Wasols o] coil atils 394 axws Endpoint

SSL Tunneling

Lagslojbo 1 s ko 228l angs b Jlg 21 G2 )b 5 SSL ouds (5135 50, SC31 5 Jlanil sl lael g (sl bigs
Lol s go JUi! ol ial33l sl S50 cslo g 5 PaCKE Filter slo g, o b 5l |, bl 5 plos
5 okt (onSon JB i (S o sloygm bangi 0ad 5513550, SSL asile oSS0 5 (A
JEI L Ae &g HTTP Jlg s b 5l oo e 0502 SSL CSabl5 o n_Jigh aml 00 (5,56 30, leSlb

55 o HTTP Jlasl 5 o b 51 o]

(a) SSL rejected by firewall
Port 443 ¥
i '::::::= =
Filtering = Filtering
Client router o RS router Server
v Firewall proxy
SSL
(rejected)
(b) HTTP-carried SSL accepted by firewall
SSLtunneled
inside H'I"jTP o
(accepted) Port 80
s 0 Dy [ — [ — ey >
Filtering = Filtering
Client router < R ] router SSL server
Firewall proxy

BLoI HTTP & g5l by Sy o wozge (owSTp slaJlgpls &,k 5l SSL SCol5 4 yols ol sl p
HTTP LgLa:JULf d")"" )’] 9 ;b)j‘so )|)§ HTTP LQL“’;"L:?{. PR R Lg)‘ff}.o) 9 f:B Lgl.asoob QT I FLRRW

Kigd oo Jo)l Jgore
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() Direct SSL connection
Port 443

----- 551 -

(Client Server

(b) SSL through HTTP tunnel

Client

El m I st [
: W
: &
: Q\Q

Server
Port 80
v ~ E Tunnel (a(ries SSL traffic, inteqded forport 443,
HTTP m o i confrityc%on > HTTP m over a plain old HTTP connection

33 395 oo JLu )l (SSL 443 & s 10) ipol gy o9 o a Lowiis SSL U315 YL JSU5 1A i o
b 0gb oo Jlo)l HTTP 80 &g VLl 3o,k 5l g ooy algunS HTTP (slaply 4o SSL Sl s b iz

Do g Joozre SSL c¥lasl 4y o Lgs a5 Sloj

Eao50 (nl 3l e o ooliinl &gy caisS ld sl Jlg e HTTP e Sal5 jee ol el by Bigs jo
b ol ladly pl &b 5ISSL el SL315 B ams oo o5l (b (lgie 0,5 soliswl (095 40 (s oo
b 5l Bass e oilal o ye sl STy p 9 0,05 1,8 eoliiul cgm 0590 WilgS o (S ol (Jl 2l b

gl il lejle SG 4 HTTP Ligs

SSL Tunneling Versus HTTP/HTTPS Gateways

ORils ro9h giluoilge Ko Gl JSTgy wlie Jbg, 4 Silgiee (SSL (g5, HTTP) HTTPS s,
| HTTPS (515 s 5 05 cn 5T 430 ol HTTPS Jg s L1, SSL ad> (coudlS’ sl ) Gateway
HTTP o,k 5l 5 0900 (2laS5e, 5 <l po (ST Lasgs oy 000 planil ST oS o

ALS oo S e FTP L s Gateway o5 el 2l cpl 00d oo Jlo,l caodS™ (6l (01b)
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el colre (paiz lils (g, ol (= cnl b

el oyl g sole HTTP ojlg0 4 codls Jlasl @

S Glady SSL S szl 5l sl ol @

50 SSL (g5l ools 4 (g3l s oolawl SSL (g5l g (slp 5T ol ol a5 il atils asgs

99y ..)9*’:4‘5@)‘)5).3 (wa)sﬂ yﬁﬁw‘?)b oJJJSbl:.LA‘ w)ls i wSSLMJ}é)‘AJ ‘5»55).:

S S s0d (el JEST 5 50 (6,508 it et 9 0S (o0 g | 00l (6,135 50 slaesls Ladd L ol jo wSTg
Tunnel Authentication

S 5 Sty (ol g 4 g oslisal ot |t pg3) ©)9e o Wlgie 8 HTTP Sas sla S
client’s right to ) .ogs soliwl g5 G 5l oolatwl 3> coga 5l slp o fig b 3ilgs co ouSTp Cogn
(use a tunnel
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Normal SLL connection

Client Gateway orders.joes-hardware.com
(@) CONNECT request sent (et ooty

CONNECT orders.joes-hardware.com:443 HTTP/1.0
User-agent: SuperBrowser 4.2

(b) Authentication challange returned

HTTP/1.0 407 Proxy authentication required
Proxy-authenticate: Basic realm="wormhole"

CONNECT orders.joes-hardware.com:443 HTTP/1.0
User-agent: SuperBrowser 4.2
Proxy-authorization: Basic YnJpYW4tdG90dHk6T3ch

(f) HTIP connection ready messagereturned =2
HTTP/1.0 200 Connection established | _ .. @

Tunnel Security Considerations

Col ez lod Ldly 098 oo Comeo a5 IS5y, a5 S ol Wil oo Tunnel Gateway . IS job
oad a3 )5 A 5o slafigh 5l el (Sen P GRS (b Sln cnlpli 3 b asST g cunl 18 oS
e Ol b easS eslanul (25,8 Jlo nls Bosb 5l 8l slagsl Sl 09,5 B sl SSL sl
S5 25 oy sl Sl a8 oS solitul Loy Jlo,l b TNt Glids 55,5 5k (sl by bigs 51 Cal o, Soone
i 90 )

wslis glads g gl haid | o gy L Gateway o s 5l solitul sgw b, 8l &y sl

S L HTTPS (6l FFY wile « ols ous
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Relays

), ok 3ol HTTP Glasie 4 JolS job 4 a5 sis HTTP ools sla S5 HTTP sladl,
S gn Jlo) sl 215 Bl 55 s i3S g0 53183 YL ] 1 1, IS HTTP

21,55 55 ooy Laib 4 glails s (sl nSy s s jlmooly lBgl LalS el oz HTTP a5 Ll 5
B o) 4 555 slodl; o5 bl )l siie e 5 ja Blate plad ploxil (30 e sl 1) S
w Lol gt o ooliiol lyioma ponis b mnieis cosl ,ild a8l (sl L] 5 iyl ol i (g 3luools
lsld bLisl b sl sl 4ol of s 4 by ] 51 eolitul Cosl ySae 45 Yk (sl (0 Jomiliy o

g “"-9)-? B

keep- alad slp oyl Jwily @ ol ;55 s, slasjluesls 5l S 50 (b ) ol OMSew 5 (S
Olad ) JSE 50 Camdg pl S oo GBile . dwys 4 |y Connection jus 1,5 e oo bgsye Live

ol 00 00l

(b) Server won't close connection when done because
it thinks it has been asked to speak keep-alive 7

(a) Connection: Keep-Alive (b) Connection: Keep-Alive

Blind relay
(d) Connection: Keep-Alive (c) Connection: Keep-Alive

Client * Server
b ,,1\ k(c) Relay waits for connection to close, ignoring
\ any new requests on the connection
~-..(€) Next request.—

(f) Client’s second request on the keep-alive
connection just hangs because the relay never
processes it

Connection: ,ue dez 5l S o Jlo)l dl, &1 oly Gy 003 1S gy SO YU S5 jla (i (o
Xlas B wile oo gl Ll candlS aiS o keep-alive Jlasl coulgs o 86! &5 50 5 Keep-Alive
g3 b Cnl oo aid o0y keep-alive JUIS ol iwlgs o LT

@ aals 1) ply oplpls wags s |, Connection jua Ll wS oo <dl o Iy HTTP conlss )0 <al,
hop-by- ,oa <, Connection joa ( Jl> ol b (b 25w) aS co Jlo,l jg 0 4 00 5 aalS
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B 50 2 SBLET 0gh Jie 0,0 4 Wls g 0gb 0 Jles! J&5 5 Jo ST S sl Lass 5 el hop

gy g as Sal.i..b Doy H9w g A 0 d.‘) HTTP g;wlg.é-)o sYL J.i.u )‘ b u,..&u 39
5500 SISy aiile a5) 4, a5 0,5 e ams oliidl 4 (S e L o |, Connection: Keep-Alive
Jl,l (€ 23w ,0) 1, Connection: Keep-Alive zul o8 G g uiS oo keep-alive j3b 4 o
a9 Sl keep—a|ive l.» Coso JL‘> 3 d.]) l; as AASLSA IR 9w 9 ‘4\1.‘>)A u.a‘ 5 cua‘).aLu ..\,SGA

Sils os keep-alive s,g0 ,0 s> 4, Ll ool asl keep-alive lg3

Connection: Keep-Alive ;o ;| 3 oS oo Jlo,l CooMS Com o |y Gy y9 0w ol plo o, dd 25w o
keep-alive a5 coul ad iy al,) a5 &S o (2,8 g dimoe |y oo ol CaoMS 0iS o jgee g g )l
aS sl Lol aisS so Cusmo keep-alive os)ls a5 aijgb cpl g jg w0 o2 5 CaodS oo > 1o ol o .ailes
Sl oi 1) keep-alive 4 by o adgl 550 S oo Cusro o1 L

Jloyl oS a5 aiS o il o aS 1) Sleesls les wils os keepalive 5,50 0 sz o, a5 Sl
Sy Casl st 1 wan god 1) Jlail e gm0 Lol dais 1) Jlasl lowe j9 0 B ailo oo e § 0iS' o0
ke walez Jlasl yuls aus aiie aly copl ol 1o,lo a5 5L 1, Jlasl a5 coul atulgs g pm

5 03903 OS> (Gdm Cewlg 0 4 Laitinns S oo dl,o (A 250) 5o | el ply caodlS &5 oSin
JUasl 358 Ysans oole sladl, (€ i5) &S o Jlo,l keep-alive Jlasl s a) 41, 5,500 culys o
S0 i g g 05 > o0 hadd S0 Sl ol ) Jlast Gles o 6,550 canlgs e

s b STy (giluosle 4593 1o Lol wo)ls 0925 Sl e ul Bds gl badl,) 0 )5 Jaialisn slp ool
ool 0955 il o sl so ool Ban (gl | 0ol HTTP sladl, 51.5 15 ol o 0 1) (65 ,Sloe OMSCio

LS5l 5 (o8Bly (S5 o o 51 0T slr 0 gl ey oliie yo il 5o sl il lag] )
S ool HTTP
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For More Information

http://www.w3.org/Protocols/rfc2616/rfc2616.txt
Web Proxy Servers (Ari Luotonen, Prentice Hall Computer Books.)

http://www.alternic.org/drafts/drafts-I-m/draft-luotonen-web-proxy-tunneling-
O1.txt

http://cgi-spec.golux.com
http://www.w3.0rg/TR/2001/WD-soap12-part0-20011217/

Programming Web Services with SOAP (James Snell, Doug Tidwell, and Pavel
Kulchenko, O’Reilly & Associates, Inc.)

http://www.w3.0rg/TR/2002/WD-wsa-reqs-20020429

Web Services Essentials (Ethan Cermai, O’Reilly & Associates, Inc.)
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